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DETAILED ACTION 

1. This action is responsive to communications: application, filed 10/30/2001; amendment 
filed 11/24/2004. 

2. Claims 1, 2, 4-8, 10, 1 1, and 13-19 are pending in the case. Claim 3, 9, 12, and 20 are 
cancelled. Claims 1, 11, 14, and 17 are independent claims. 

Response to Amendment 

3. Applicant's arguments, see Amendment After Non-Final Rejection, filed 1 1/24/2004, 
with respect to the rejection(s)of claim(s) 1-20 under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent No. 6,167,517 to Gilchrist et al in view of U.S. Patent No. 6,202,151 Bl to 
Musgrave and in further view of U.S. Patent No. 6,076,167 to Borza have been fully considered 
and are persuasive. Therefore, the rejection has been withdrawn. However, upon further 
consideration, a new ground(s) of rejection is made in view of US Patent No 5,499,294 to 
Friedman. 

Claim Rejections - 35 USC §103 
4 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that 
the subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

5. Claims 1-2, and 7, are rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. 
Patent No. 6, 167,5 17 to Gilchrist et al in view of U.S. Patent No. 5,499,294 to Friedman. 
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In regards to claim 1-2, Gilchrist discloses that a biometric authentication system receives 
a biometric input and compares it against a prerecorded template containing biometric data 
associated with the user to determine whether to grant the user access to a service on the host 
system (Gilchrist: column 1, lines 42-47). This meets the limitation of "a sensor to collect 
biometric data, and a biometric template generator, coupled to the sensor, to convert the 
biometric data into a biometric template." Gilchrist also discloses that the client computing 
system contains a secure encryption key in order to guard against malicious users on the client 
system (Gilchrist: Abstract). However Gilchrist does not disclose "signing the biometric data 
with a signature corresponding to the sensor." 

Friedman discloses the digital camera that has embedded a private key unique to the 
camera. The private key is use for encrypting the image has and producing a digital signature 
(Friedman: Abstract). This meets the limitation of "signing the biometric data with a signature 
corresponding to the sensor." Friedman also discloses an apparatus for authenticating the image 
file as being free of any alteration by using the public key for decrypting the digital signature. 
The authenticating apparatus then compares the image hash calculated using the same algorithm 
as before with the decrypted hash to see if they match (Friedman: Abstract). This meets the 
limitation of "a security module to decrypt the signed biometric data and to use the signature 
corresponding to the sensor to authenticate the sensor by determining whether the sensor is an 
authorized sensor." Friedman also discloses that anyone wanting to send a secure message 
would / encrypt the message using the public key and transmit it to the recipient. The recipient 
being the only one having the private key would be the only able to decrypt the message 
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(Friedman: column 2, lines 38-42). This meets the limitation of "an encryptor coupled to the 
security code generator to encrypt the signed biometric data." 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to combine the method of encrypting data with an encryption key as 
disclosed by Gilchrist with the method of using the private key to encrypt data to generate a 
digital signature and encrypt the digital signature as disclosed by Friedman in order to establish 
as worthy of belief that the image file has not been altered after its digital signature has been 
created (Friedman: column 4, lines 24-27). 

In regards to claim 7, Gilchrist discloses that the biometric sample taken from the user I 
compared with the biometric template to produce a comparison result (Gilchrist: column 2, lines 
31-33). This meets the limitation of "further comprising a biometric matcher to compare a two 
biometric templates to determine whether the two biometric templates match and to generate a 
match result." 

6. Claims 4-6, 8, 10-11 5 13, and 17, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over U.S. Patent No. 6,167,517 to Gilchrist et al in view of U.S. Patent No. 
5,499,294 to Friedman et al. as applied to claims 1-2, and 7, above, in view of U.S. Patent No. 
6,310,966 Bl to Dutude et al. and further in view of U.S. Patent no 5,280,527 to Gullman et al. 

In regards to claims 4-6, 8, 10-11, 13, and 17, Gilchrist discloses a method for 
authenticating the identity of a user in order to secure access to a host system. The host receives 
an identifier for the user from the client. The host retrieves a template containing biometric data 
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associated with the user and the template is returned to the client. The client then gathers a 
biometric sample from the user and compares the sample with the template producing a 
comparison result (Gilchrist: column 2, lines 25-33). This meets the limitation of "obtaining a 
biometric sample at the imaging device." The client then computes a message digest using the 
template, the comparison result, and an encryption key, and sends the message digest to the host 
system. The host system receives the message digest and authenticates the user by determining 
whether the message digest was computed using the template, the encryption key, and a 
comparison result indicating a successful match between the biometric sample and the template. 
If so, the host has confidence that the client has successfully matched the template with the 
biometric sample, and the client is allowed to access a service on the host system (Gilchrist: 
column 2, lines 34-48). This meets the limitations of "generating a data package comprising the 
biometric sample, and transmitting the data package to the server, receiving the data package at 
the server, and authenticating the imaging device at the server." Gilchrist however does not 
disclose "signing the biometric sample at the imaging device, generating a data package 
comprising a token, the signature, and an imaging device public key certificate, and validating 
the signature and the token at the server " 

Dulude discloses biometric identification is combined with digital certificates for 
electronic authentication as biometric certificates (Dulude: Abstract, first sentence). A hash 
valued of the biometric data and the transaction first data, which includes the user id data 
identifying the first user and associating the first user with the remainder of the transaction first 
data, is created (Dulude: column 5, lines 59-62; column 6, lines 1-5). The hashed value is then 
sent to a digital signature function, in which the hashed value is signed; that is, encrypted using 



Application/Control Number: 10/020,791 Page 6 

Art Unit: 2132 

the private key of the first user to generate a digital signature incorporating the first hash value. 
The signature is then sent to the network (Dulude: column 6, lines 13- 17). This meets the 
limitation of "generating a data package comprising the signature, and an imaging device public 
key certificate." The biometric certificate is received and decrypted by the certifying authority 
using the public key of the certifying authority (Dulude: column 6, lines 60-62). The first hash 
value is then extracted (Dulude: column 7, lines 1-3). The receiving section authenticates the 
first hash value by attempting to recreate the first has value using a second hash function, 
identical to the first has function of the transmitting section. The hash values are then compared 
to determine a match between the first and second hash values. A validation signal is generated 
to indicate whether or not both independently generated hash values match (Dulude: column 7, 
lines 4-19). This meets the limitation of "validating the signature at the server " 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to combine the method for authenticating the identity of a user in order to 
secure access to a host system as disclosed by Gilchrist et al. with the method of combining 
digital certificates with biometric information in order to create biometric certificates as 
disclosed by Dulude et al. in order to provide for increased security and accuracy (Dulude: 
column 3, lines 27-30). 

Neither Gilchrist nor Dulude however teach generating a token. Gullman discloses a 
security apparatus which receives a biometric input from a user. The user in put is then 
compared to a template to determine a correlation factor. The correlation factor, a fixed code, 
and either a time-varying code or a challenge code then is combined to generate a token. The 
token is then displayed to the user, who then enters the token at an access device. The token is 
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forwarded to the host, which processes the token to determine whether access is permitted 
(Gullman: Abstract). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to combine the method for authenticating the identity of a user in order to 
secure access to a host system as disclosed by Gilchrist et al. with the method for generating a 
token as disclosed by Gullman in order to provide security measures for safeguarding access to 
information (Gullman: column 1, lines 14-18). 

7. Claims 14, 15, 16, 18, and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent No. 6, 167,5 17 to Gilchrist et al in view of U.S. Patent No. 5,499,294 to 
Friedman in view of U.S. Patent No. 6,310,966 Bl to Dutude et al. and further in view of U.S. 
Patent No. 5,280,527 to Gullman et al applied to claims 1-2, 4-1 1, 13, and 17,above, and further 
in view of U.S. Patent No. 6,092,201 to Turnbull et al. 

Gilchrist however does not disclose "transmitting the public key from the imaging device 
to a certification authority; generating an imaging device public key certificate at the certification 
authority; generating a certification authority public key certificate at the certification authority; 
and transmitting the imaging device public key certificate and the certification authority public 
key certificate to the imaging device." Turnbull discloses that to ensure that the receiving party 
is using an authentic signature verification public key of the sending party, it utilizes the sending 
party's signature public key certificate, obtained from the sending party itself, from a directory, 
from a certification authority, or from any other available source (Turnbull: column 1, lines 64- 
67; column 2, lines 1-2). This meets the limitation of "generating an imaging device public key 
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certificate at the certification authority." Turnbull also discloses the signature public key 
certificate includes the public key of the sending party and a signature of a certification authority. 
The receiving party using a trusted public key of the certification authority verifies the signature 
of the certification authority on this certificate (Turnbull: column 2, lines 2-7). This meets the 
limitation of "generating a certification authority public key certificate at the certification 
authority; and transmitting the imaging device public key certificate and the certification 
authority public key certificate to the imaging device." 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to combine the method of for authenticating the identity of a user in order to 
secure access to a host system as disclosed by Gilchrist et al. with the method of transmitting a 
public key certificate to the user in order to extend secure communication operations by 
obtaining trustworthy certificates from end-users that maintain a shared list (Turnbull: column 2, 
lines 60-62). 

Conclusion 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Cas Stulberger whose telephone number is (571) 272-3810. The 
examiner can normally be reached on Monday - Friday, 9:00A.M. - 6:00P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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